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FEDERAL BUREAU OF INVESTIGATION 


#1082884 


Precedence : ROUT I NE 


To: 



Coun ter terror ism 


Attn : 


Attn: 


Date : 12/29/2006 


S A f ; 


ASAi . 

ssaT 

IA 



CTD/ITOS II/PRGU 


Inspection 


Attn : 


Intern. 
Attn : 



ative Section 
] Room 11865 


From: Otticc of Get jet el Cr.it n eel 

NSL 3 /CTL U- 2 /LX- 1 , 3 S -100 

Contact : l 


(UJ 


Approved By: 


Drafted By: 


Case ID 



Title 


ID #: ■ 278 -HQ-C 1 

> <r...(lj) INTELLIGENT 

\ M7;TTRP O fi O C 


278-HQ-C122 9736-V10 Serial (Pending) 


ZERSIGHT BOARD 


Synopsis-: It is the opinion of the Office of the General 

Counsel (OGCj that the above referenced matter must, be reported ti- 
the Intelligence Oversight Board (IOB). Our analysis follows. 


TsiTy On : 


Reference : 


v 7 b-HQ-C 12 2 9 7 3 6-VIO Serial 15 


Details;.. By elect r onic comm in i ca f . i o\ i ( EC) da fed Ju ly 1 7 , 20 L 6 

and referenced above, the | 1 Division | ~l re- pies t ed 

that. OGC review the facts of the captioned matter and determine 
whether it. warrants reporting to she IOB. We believe is dies and 
our analysis follows. 


NSL VI 0-34580 




b2 

b 7 E 


SECRET 


Re : 


') 7 O _ 

i k_' 


From: General Counsel 

HQ- C 122 9736- V 10, 12 / 29/2 0 0 6 


(S) 


(U) 


(U) 


(U) 


L '2 1 T_k 


V t O rQ fi i~ 


rr ( 


J F ( ' f rr.n'i 


I'v-.n i ~jLCk 12-Lli c: 


5 


was and remains a "United states person" as tr.at ten is used in 
Section 101 (i) of the Ft reign Intelligence Surveillance Act of 1978 
! FISA } 



Durinc the cturse of the investigation. 


issued National Security Letters (NSL) pursuant to the Electronic 
Comrnu n i c a t i o n s P r i va cy Act, 18 U • S . C . § 27 09. That s t a t u t e pe rn its 
the FBI to request subscriber information and telephone toll billing 
i' e c o r d s t hat are "ielevaii t L • t an a u L hori ze d i t . v e s t i g a L ion t <_ • p r o L e c L 
against international terrorism or clandestine intelligence 
a c I i v i t i e s , p r o vide d that s i j c h a n i n ve s t i g a t i -a n of a U n i t e d S ~ a t e s 
person is not conducted solely on the basis of activities protected 
lay the fir s t a me n dir.e n t t o t h e Co n s t i t u t i :■ n o f t h e United S t a t e s . f T 



The error in this instance occurr^i 
after the Initial toll records were received froml 


~l T, 


. Tn 1 r 


The 


results listed a telephone number ending with the digits 
subscribed f c hv thp lan-rpt. U nwe v<=> r _ wh e o M.p M S T . r e e 1 1 

a nned I 


was s 



errant spreadsheet v/as produced. The spreadsheet indicated that the 
target had subscribed to seven sequential telephone numbers. The 

: I j a d V P i I pijI I p 1 1 j | f 

but ended with I 



A follow-up NSL dated 10/17/2005 was addressed to[ 
reefuesting subscriber i n fo rma t~ i on f n r - h p seven 


inadvertently added telephone numbers 


On 11/07/2005, 


bl 

b2 

b 7 E 

he 

hlC 


b2 

b 7 E 


b4 

b 7 D 

b2 


■:uj 


3/ 27 3-HQ-C12297 36-VIC Serial 1549. 


“ (U) A "United States person" (USF)is defined in Section 101 (i) of 

the Foreign intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 
1801 et seq * ) as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a) (20) of the 
Immigration and Naturalization Act) . . . . " See also Section II.W of The 

Attorney Generali Guidelines for FBI Foreign Intelligence Collection and 
Fore : g rj C onnr.erinf.el 1 i q e n c e I rj v e s t i g a t . o n s . 

( u ) in o rder to a v o i d a ri y fur r. h e r .1 i saem : n a f i o rj o f the : n c o r r e o f 
telephone numbers, the phene numbers referenced in this EC will only list 
the last four digits. 


(UJ See, id. 
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b2 

b7E 


SECRET 


From: General Counsel 

Re: 278-HQ-C122 3736-VIO, 12/29/2006 


(IT) 


I rpsp'-M'id^d with subscriber prinb-»i;l-s f*T the requested 
J nf orrr p hi on . The subscriber results were initially uploaded ir.t< 
ACS b\f 





In the course of performing telephone analysis in 
^ara Hi ^covered and remedied by | I 

po i n t f c o n t act a: FB I H Q 


=> asKt'j 


the i n a d ve r t e n 1 1 y u p 1 o a d e d n u ml:- e r s 


wa 

In addition f 


removed all references t o the ina dvertently uploaded 
numbers Fr orn FBI re t-n-t.i , j i n J | Au t o rna a e d tv g u p po r t 


.■ Ac-: i 


dn addition^ 


c o o rdinated w i t h t h e 


division 

O remove the EC doc UJlieJl ting the .^I ih.^r j r i ]ye r S n fn rm.H t itin 


belonging to the seven errant numbers provided by| 


d i r e c 1 1 v c oo r d i n a t e s foil record K'ST.s requests for 1"he FRT wi ~T.I 


] 


(U) To prevent future errors, additional quality control 
steps have been added to the telephone record scanning process. The 
process of scanning phone reco <cd - ■=*■=■ .-.r.T-.-,c.-g.-| to hand-entering the 
information was only initiated in| jearlier in 20C5. The 

above-referenced telephone records_jvere_s^ne_jof the first scanned 
records. Since that time ,| | control/quality 

assurance has improved ana is only performed Dy trained personnel. 


to 4 
tolB 
to 2 
b7E 


to 4 
tolD 
b2 
b7E 


b2 

b7E 




S ec.fi -■ ) n 2.4 f F.xe c: 1 1 . i ve Older ( F.O ) 1 2 3 f 3 , 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IQB concerning intelligence activities 
that, they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive. This language was 
adopted verbatim from EG 12334, dated 12/04/1981, when the IOB was 
known as the President’s Intelligence Oversight Board (PIOB). By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB) , this language has been interpreted to 
mandate the reporting of any violation of a provision of the NSIG, 
or other guidelines or regulations approved by the Attorney General 
: r j a c o ~ r d a r j o e w i t h F, 0 123 3 3 , d a 1" ed 1 2 / 04/1381, if su c h p r o v i s i o n wa s 
designed in full or in part to ensure the protection of the 
i n d i v i i u a 1 r i g h t s c f U . S . p e r s ■ :• it s . Vi- :> 1 a t i o n s o f p r : v i s i o n s t n a t 



l_ vj 


2 0 0 6 lemoviny the Ido t leieience 
The charged- out serial is being forwarded from 


I vac pomanently charged out. in December 
these ciidJiL teleuhoue numbc-io in ACS. 






bl 

b2 

b7E 


'5 c 


ee, Id. 
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k>2 

b7E 


{ 


;c^' 


SEC 


F r j m : G eneral C o u ns el 


Re : 


-) ~i o 

_ I k_' 


-HQ-C 1 i 2 97 3 6 - VI 0 , 12 / 2 9/2 0 0 6 


(U) 


a re essential! y a dir. i n i s t r a t i i n n a t n r e nee d n <"• t la e r e p o r t e d t o t lv 
I OB . The FBI is r e q u i red, ho we ve r , t o ma inta in records of s u c h 
administrative violations so that the Counsel to the I OB may review 
them upon request. 


X 


Section V . 1 1 . , I n v e s t. i q a t i ve Techniques, of The 
Attornev General T s Guidelines for FBI National Security 

-4. _k 

Investigations and Foreign Intelligence Collection (NSIG) provides 
that National Security Letters may re issued in conformity with 
starutrry requirements, including It IJ.3.C. § 2709. Title 18, 
U.S.C. § 2 7C9 provides that the FBI may seel: toll billing 
Information from telephone carriers that is relevant to an 
authorized national security investigation. Clearly, the 
: r j f rrn a t i o n ol: ■ t a i n e d b y t h e FR T was n ^ t rel eva n t o a n ant h <-• r i z e d 
national security investigation because there was an errant request 
f o r u n s u b s t a n t i a ted tel ep h o n e n umb ers. T h a s , the FBI re ce 1 ve d 
telephone toll billing records concerning telephone numbers that 
were not under investigation nor related to an investigation. 
Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and EG PA. 


(U) Clearly, the rights of the target were not infringed 
because he was not the subject of the improperly collected 
information. Is is unknown whether this information was gathered 
abnut United F1at.es Persons • • r not., inasmuch as there has been im 
review of the information. Nonetheless, based on the fact that 
information which may be about United States persons was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, OGC 
will prepare a cover letter and an memorandum to report this matter 
to the I OB. 
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b 2! 
b7E 



To: 


From: 


on 


Re: 27F-HQ-C122973 6 - V T 0 , 


ra 1 Counsel 
1 2/2 9/ 2 UO 6 


LEAD (s) : 

Set Lead 1 : (Discretionary) 


INSPECTION 


AT WASHINGTON, DC 
lU) For action deemed appropriate. 


Set Lead 2: (Information) 


COUNTERTERRORISM 


AT IT OS II/PRGU 


(U) For reviev/ and action deemed appropriate 

Set Lead 3: (Discretionary) 



b 2 

b7E 



For r 


view and action deemed appropriate. 


c c 


♦♦ 


Ms . Thorr.a s. 


I OB Library 


h 6 

b7C 



SECR 


m 

D 
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DECLASSIFIED BY 65179 DHH/KSR/nb 
OH 1 2 - U 5-20 0 7 



l IS. Department of Justice 


Federal Bureau of Investigation 



Washington. D. C. 20535-0001 


BY COURIER 


M r . Step hi e n Friedman 
Chi a i oan 

Ii i L el lige ace Oversiyht Board 
Room 50209 

New Executive Office Building 
7 25 17 th Street, Northwest 
Washington, D. C. 

Dear Kr. Friedman: 


Enclosed 

me me r and 1 jit , e n t i 1 1 ed 
2 L U k A I’ (U) 


for your information is a self-explanatory 
" I n t e 1 1 i g e n ce Ove r s i gh t Bo a rd Ma 1 1 e r 


The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws. Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also- been referred to our 
Internal Investigations Section, Inspection Division, for a 
deter m i n a t i o n o f wh e t h e r a n y a dm i n i s t r a five a c t i on i s wa r r a n ted. 

: U i 


Enclos u r e 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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M r . Stephen Fried m a n 


Should you or any member of your 
information concerning this matter, an 
a r ranged for y o u a t y o u r co n v e n i e n c e . 


staff require additional 
oral b r i e f i nor vr i 11 be 
( U ) 


Si ncerely , 


Julie F. Thomas 
Deputy General Counsel 


1 - The Honorable Alberto R. Gonzales 
Attorney General 
J.S. Department of Justice 
Room 5111 


1 - Kr. James Baber 

Counsel, Office of Intelligence Policy and Review 
M a t. i on a 1 3 ecu r i t y Di v i s i on 
J.S. Department of Justice 
Room b 1 5 J 
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DECLASSIFIED BY 65179 MH/KSR/Cb 
0 Hf 12-0 5-2007 


[LI) Section 2.4 of Executive Order (EO) 12*63, 

dated 09/13/1993, mandates that Inspectors General and General 
C : u n s e 1 of the Intellige n c e C o mrnu n i t y c o rap ■: n e n t s ( i n t. he FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the I OB concerning intelligence 
activities that they have reason to believe may be unlawful or 
crntrary to Executive order or Presidential directive. This 
language was adopted verbatim f corn EO 12334, dated 12/04/1981, 
when the I OB was known as the President’s Intelligence Oversight 
Board (Pi OB). By longstanding agreement between tine FBI and the 
I OB ; and its predecessor, the PI OB) , this language has been 
interp-reted to mandate the reporting of any violation of a 
provision of the N GIG, or other guidelines or regulations 
a pp r o v e d by t. n e At t o r n e y G eneral in a c cordance wi t n E O 12 3 3 3 , 
dated 12/04/1981, if such provision was designed in full or in 
• a r t to e n s ■ .i r e t. h e ' r ° t. e c ‘ion of t h e i r d i v i d i j a 1 r i g la t s of U . S . 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the I OB. The 
FBI is required, however, to maintain records of such 
adm i r j i s t . ra 1. i ve viol a lions so that Idle Counsel l.o t.he TOP may 
r e v i e w t. la e rn u p on request. 



Section V.ll., Investigative Techniques, of The 
ALL crney Gen Ora 1 T s Guidelines for FBI l\a Lionel SecuriLy 
Investigations and Foreign Intelligence Collection (N3IG) 
provides that National Security Letters may be issued in 
c: nforrai by with statutory requirements, including 18 U.S.C. § 

27 0 9. Title 18, U.S.C. § 2709 provides t h a t t la e FBI ma y s e e 1 : 
tail billing information from telephone carriers that is relevant 
t: an authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to an authorized 
national security investigation because there was an error in the 
NSL in transmitting the appropriate telephone number. Thus, the 
FBI received telephone coll billing records concerning a 
telephone number that was not under investigation nor related co 
a n i nves t i g a t i o n . Therefore, the inf o r ma t i o n wa s i mpr op e r 1 y 
c: llected, although unintentionally so, in violation of the NSIG 
and EC PA. 


(U) Clearly, she rights of the target were not 
infringed because he was not the subject of the improperly 
collected information. It is unknown whether this information 
was gathered about a United States Person cr not, inasmuch as 
there has been no review of the information. Nonetheless, based 
o n the fa 1 c t that i n f o r m a t i o n wh i ch m a y b e a bout a U S P w a s 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, OGC 
w ill prepare a cover letter a nd a n me rn :• r a n d u m to report this 
rn a 1 1 e r t o t li e 1 0 B . 
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LEAD (s) : 


Set Lead 1: (ACTION) 



1 


AT 



(IJ) For review and 


action de 


emed appropria 






Set Lead 2 : (ACTION) 


b2 

b7E 


COUNTERTERRORISM 


AT WASHINGTON, DC 
(IJ) Read and Clear. 

Set Lead 3: (ACTION) 


INSPECTION 


AT WASHINGTON , DC 

(IJ) For review and action deemed appropriate. 


Ms. 

I OB Library 

♦♦ 


b6 

b7C 


NSL VIO- 34588 




(01/26/1998) 


ALL INFORMATION CONTAINED 
HEREIN IS UH C L AS S I FIED EXCEPT 
WHERE SHOOT OTHERWISE 



DATE: 12-05-2007 

CLASSIFIED BY 65179 ©HH/KSR/cb 

PEAS ON : 1.4 j c ) 

DECLASSIFY OH: 12-05-2 03 2 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUT I K 


Date: 00/00/2006 


To 


G e n eral C c u n s e 1 


Attn: Julie Th c mas 

Deputy General Counsel, NS LB 


[COUNTERTERRORISM/ Attn: [UNIT} 

COUNTERINTELLIGENCE/CYBER] 


[REQUESTING OFFICE] 


Attn: SSA [SQUAD SUPERVISOR] 


Q 

K_-' 


A [CASE AGENT] 


[OFFICE OF ORIGIN] 


Attn: 3 A [CASE AGENT] 
SQUAD] [X] 


[DELIVERING DIVISION] 

[if using personal service) 


Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 


From: 


[DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number 


000 ) 000 - 


0000 ) 


<U1 


(U) 


Approved By: 


[ADIC NAME (IF APPLICABLE) ] 
[SAC NAME] 

[AS AC NAME] 

[CDC NAME] 

[SSA NAME] 


Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 


Case ID #: 



[CASE FILE NUMBER 


( Pending ) 


Title: 



is 


[ SUBJECT ] 

[AKA] [ALIAS (IF APPLICABLE) ] 
[IT/FCI - FOREIGN POWER] 

OO: [OFFICE OF ORIGIN] 


Synopsis: (U) Approves tire issuance •; f air EC EA National 

Security Letter (NSL)for email subscriber information; provides 


SECRET 


NSL VI0- 34622 



Tc: [DELIVERING DIVISION] From: 

Re 'M^K^tCASE FILE NUMBER, 00/00/2006] 


[DRAFTING DIVISION] 


reporting data; and, if necessary, transmits the M 3 L for delivery 
to the electronic communications service provider. 




FULL/PRELIMINARY Investigation Instituted: [00/00/2006] 


Reference; 




[CASE FILE NUMBER Serial XXX] 


Enclosures: (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through a 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
and length of service for the e-mail address holder (s) listed. 

Details: A [FULL/ PRELIMINARY] [INTERNATIONAL/FOREIGN 

COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON- 
USPER] , w 3 . s a a t hi o r i d, 0 d in ciccorda n c 0 w i t h t hi 0 J\ t t o r n 0 y Gene r d 1 
Guidelines- b^^duse [Give a full explanation of the justification 
for opening and maintaining an investigation of the subject; 
barebones facts will not suffice and will cause the request to be 
rejected for lack of legal sufficiency] . This electronic 
s 1 j b s c r i h. e r i n f < t r rn d t i o n i s b e i n q r e q nested t o [ Fu lly state the 
relevance of the requested records to the investigation] . 

( U ) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval an: certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] [e-mail/IP address(es)] 
from [ISP #1]; [NUMBER OF] [e-mail/IP address(es)] from [ISP #2], 
etc . 

(U) Arrangements should be made with the electronic 
communication service provider to pro- vide the records [personally 
to an employee of the DELIVERING division OR through use of a 
delivery service or secure fax to OFFICE OF ORIGIN] within 
NUMBER OF] business days of receipt of this request. The 
elec t r o n i c cornmu n i c a t i o n s e r v i c e p r o v i -a e r s hi c 11 1 d neither s e nd the 
r e c c r d s through r o u t i n e ma i 1 service n a r utilize t. h e n a me o f t. h e 
subject of the request in any telephone calls to the FEI . 


NSL VIO-34623 



RET 


7c: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

[CASE FILE NUMBER, 00/00/2006] 

DISCLOSURE PROVISIONS 


[Certification and Activation of the Nondisclosure Requirement: 

There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 

Option 2 is to be used in all cases where Option 1 is not used. ] 

[Option 1 - Invoking Nondisclosure Requirement] 


( U ) In a c co r d a n c e wi t h lb U . 8 . C . § 2 7 0 9(c) I , the senior 
official approving this EC, certify that a disclosure of the face 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the United 
States, interfere with a criminal, counterterrorism, or 
counterintelligence investigation, interfere with diplomatic 
re 1 a l i or j s , o r endanger the life o r pi .y s i ca 1 safe l y o f a pe r s r i . 


<U) 



Brief statement of the facts justifying my 
certifies t<fonM n this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 

(U) I, the senior official approving this EC, have 
d e t e r :n i ned t h a t t h e fa c t s o f t h i s c a se d : no t wa r r a n t a c t i va t i -a n -j f 
the ncndisclosure requirements under the applicable National 
Security Letter statute. 


[Include the next 2 paragraphs in all ECs] 


(U) Information received from an electronic 
c : mm u n i r a t i c • n s service p r c ■ v i d e r m a y be d i s s e m i n a t e d i n a c c ordan c e 
with the Attorney General Guidelines on National Security 
Investigations and Foreign Intelligence Collection and, with 
respect to dissemination to an agency of the United States, only 
i f s u o hi i n f o r m a t i on i s c 1 e a r 1 y r e 1 e v a n t to- t hi e a u t hi o rize d 
responsibilities of such agency. 


NSL VIO- 34624 




To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re: [CASE FILE NUMBER, 00/00/2006] 

(U) Any questions regarding the above ran be directed 

to [CASE AGENT, telephone number (000) 000-0000]. 
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SECBET 



[DELIVERING DIVISION] 
HjO [CASE FILE NUMBER, 


From: 

00/00/2006] 


LEAD (s) : 


[DRAFTING DIVISION] 


Set Lead 1 : 

GENERAL COUNSEL 

AT WASHINGTON , DC 

to record the appropriate 
Congressional reporting 


(U) NSLB is requested 
information needed to fulfill the 
requirements for NSLs . 


Set Lead 2: (Info) 

[ COUNTERTERROR I SM/ COUNTERINTELLIGENCE /CYBER 1 

AT WASHINGTON, DC 
(U) At [Unit] Read ana Clear 


Set Lead 3 : 


DELIVERING DIVISION - fif using personal service ] 


AT [CITY, STATE! 


(U) Deliver the 
Upon receipt of the information 
is requested to submic results 


enclosed NSL as indicated above, 
requested , [DELIVERING DIVISION] 
to [DRAFTING DIVISION] and [OFFICE 


OF ORIGIN f if applicable] . 




G 

, I 
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ALL IHFOPKATIOM COHTAIMED 

fTKPKTW 13 !Wrr.A33TFTEP 

DATE 12- 05-2007 BY 65179 Dlffl/F'SK./cb 

From: HQ_OFFICE_OF_PUBLIC_AFFAIRS 

Sent: Friday, March 09, 2007 10:40 AM 

To: FBI_HQ AND FO POCS 

Subject: Inspector General Report on National Security Letters 

UNCLASSIFIED 

NON-RECORD 


This message is being sent to: All employees at Headquarters, Field Offices, and Legats 
Please check with the appropriate authority prior to dissemination of this message to all 
employees within your division to avoid duplication. 


Today the DOJ Inspector General released a report on the FBI's use of National Security Letters. 
You may see a number of media stories regarding this report and the Director will be conducting 
a press availability at 1 1 :30 AM EST today to further discuss the report and the FBI's response. 
So that you can be knowledgeable about the report and the FBI's response, we have collected 
resources for you on the FBI Intranet homepage and will be updating the story throughout the 
day. 

FRI Rp^nnnrR tn in Reiw t on NSLs 

htt j I 

[Currently includes: FBI press release, FAQs, and IG Report] 

John J. Miller 
Assistant Director 
Office of Public Affairs 


UNCLASSIFIED 
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ALL INFORMATION CONTAINED 
HEREIN IS Uffl CLASSIFIED EXCEPT 
OTERJE SHOOT OTHERWISE 



DATE; 12-05-2007 

CLASS! FIED BY 65 1.7 9 DM/KSEieip 

REASON: 1. 4(c) 

DECLASSIFY ON: 12-05-2032: 


(S) 

(S| 


(U) 


(U) 


<U) 


INTELLIGEN CE OVERSIGHT BOARD (IOB) MATTER 

| FIELD OFFI CE 
I OB MAT TER 2 0 0 6 H I : U ) 


1 ^ 

[ 


b2 

h7E 



By El e c t. r on i c Co rnmu n i ca t. i on (EC) 1 dated July 17, 2006, 
bivision l 1 no tilled FBI Headquarters (F3IHQ; ot 


ail- -in advertent acquisition of toll record in forma cion associated 


vv i i . j j i .i i j r_ j j * v. | j ii 

J n fH ,-m-i 

L 


1 


was and 

remains a "United States person" as that term is 


used in Section 101 (i) of the Foreign Intelligence Surveillance Act 
of 1070 (FISA) v 


x 


During the course of the investigation, 
issued National Security Letters (NSL) pursuant to the Electronic 
Co-nan u n i c a t. i o n s Pr i va cy Act., 18 U • S . C . § 2709. That s t a t u t e pe rn its 
the FEI to request subscriber information and telephone toll billing 
records that are "relevant to an authorized investigation to protect 
against internal ional terrorism or clandestine intelligence 
activities, provided that such an investigation of a United States 
person is not conducted solely on the basis of activities protected 
by the first amendment, to the Constitution of the United States." 



The error in this instance occurred^r^Jul^^COD, 

after the initial toll records were received from I The 

results listed a telephone number ending with the I f eeing 


s ub s c r ibed to by t. h e target. H owe ve r , wh e n the NSL re s u It. letter 


n o 


scanned 


an errant. 


spreadsheet, was produced. The spreadsheet indicated that the target. 

Dc. g ivcd Fi? o m ■ G 3 


hi 

b2 

b7E 

b6 

b7C 


b2 

b7E 


b4 

b7D 

b2 


(U) 


X 


7 S -HQ-C122 97 3 6-VIO Serial 15 4 9. 


(U) A "United States person" (USF)is defined in Section 101 (i) of 


th e Foreign Intelligence Surveillance Act ( FISA ) (codified at 5 0 U . S . C . § 
1(301 et a eg . ) as "a citizen of the United States [or] an alien lawfully 
admitted f c r per inane n t. r e s i d e n c e (a a d e f i n e d i n s e c t. i o n 1 0 1 ( a ) ( 2 0 ) o f the 
Immigration and Naturalization Act) . . * . " See a 1 s o Section II. W of The 

Attorney general's Guidelines for FEI Foreign Intelligence Collection and 
F o r e 1 q n C o u n t e r i n t e 1 1 i g e n c e Inve s t. i g a 1. 1 o ns . 


■ (U) In order to avoid any further dissemination of the incorrect 

telephone numbers, the phene numbers referenced in this EC will only list 
the 1 a o t. f c u r d i g its. 




SECRE 


(U) 


.a55i£v ^11 ! 12/2'9/ ±o 

had subscribed to seven sequential telephone numbers. The 
inadvertent 
but en ied w i t: 


A tol low-up NSL dated 10/17/ lu Ob was addressed to | | 

equesting subscriber i n f n rm.q t i .m for seven 



j On 1 1 / 


t r r. /-■ r~ 

1 '7//ij. tb f 


inadvertently a d ■ 1 e d tel ep h o n e n 1 1 mb e r s I 
I { responded with subscriber printouts for the requested 

- r. fni-irnt - 1 r.n Thr subscriber results were initially uploaded iet 


■" o 


>rra 

1 


(U) In course of performing telephone analysis in 

June 2006, the errors were dis covered and remedied bv l I 

| | point of cont act an FBI HO was ashed 

In addition. 


[ 


t o r e in : ve the i n a d ve r t e n 1 1 y up 1 o a de d n umb ers 

| removed all re ferences to the inadvertently uploaded 

numbers from FBI records J fe nd Automate d Case S upport 

;ACS) . In addition Jf^^^^^^^Tcoordinated with the J division 

: Newark) to remove the EC documenting the s u b s c r i b er i n f o r m a t i ■ :■ n 
belonging to the seven errant numbers provided by 


directly coordinates toll record NSL requests for the FBI with 


b4 

b7D 


b2 

b7E 

b4 

b7D 


s t. e p s h a v e 

\ j |y r o v oi i 

been added to I 


process . The 

processl I 


|was only initiated in| 

| earlier 

in 2 0C 5 . The 

amove -re te. 

re need telephone re cords were 

some of the 

first] | 


records. Since that time. 


c o n t r o 1 / quality 


assurance has improved and rs only per termed by trained personnel. 


b2 


( U ) Section 2.4 of Executive Order (EO) 12863, 


(U) 




f 


i d . 


bl 

b2 

b7E 


’ a j permanently charged out in December 2006 

removing the last reference to these erran t tel ep h on e numb ers i n ACS . The 
ch a r g ed- ou t serial is b e i n g f o r wa r de d f r cm I I t o I 1 
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T 



es 


dated 09/13/1993, ma nda t e 3 t ha t I n sc e c to r 5 Gene ra 1 and General 
Counsel o ± the Intellige n c e C ornmu n 1 1 y c onip 1 o n e n t s (in the FBI, 
the Assistant Director, INSD, and the General Counsel, QGC, 
respect ively) report. tr« the TOR u- -nee rn i ng i nt el 1 i .jpiicp act.ivif 
that they have reason to believe may be unlawful or contrary zo 
Executive order or Presidential directive. This language was 
a dop t e d verb a t. i m f r can EG 12334, dated 12 / 0 4/1931, wh e n the 1 0 B wa s 
1: n own is Hie P r e s i d e n t T s I n he ’ 1 i g e n c e Ove r 3 i g h t B oa r i ( P T OR ) . By 
1 on g s t a n d i ng a g r e erne n t b e twee n the FBI and the I OB (and its 
predecessor , the PI OB) , this language has been interpreted to 
mandate the reporting of any violation of a pro-vision of the NSZG, 
or other guidelines or regulations approved by the Attorney General 
in accordance with EG 12333, dated 12/04/1931, if such provision was 
designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to the 
I OB . The FBI is re qu i r ed , h owe ve r , t o m a i n t a i n r e c o r d s of s u c h 
administrative violations so that the Counsel to the I OB may review 
t. h e rn u f o n r e q u e s t. . 



Section V.ll., Investigative Techniques, of The 
Attorney General T s Guidelines for FEI National Security 
investigations and Foreign Intelligence Collection (NSiG) provides 
that National Security Letters may be issued in conformity with 

o 


statutory requirements, including IS U.S.C. § 2709. Title 18, 
IJ.S.C. § 27C9 provides that the FBI may seek toll billing 
in torrna tio-n from telephone carriers that is re_evant to an 
authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to an authorized 
national security investigation because there was an errant request 
for unsubstantiated telepnone numbers. Thus, the FBI received 
telephone toll billing records concerning telephone numbers that 
were not under investigation nor related to an investigation. 
Therefore, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and EC PA. 


! IJ ) Clearly, the r 1 g 1 1 1 s o f the L a r g e t we re not i n L r i : ig ed 
because he was not the subject of the improperly collected 
inf o r rn a t i o n . I z is u n k n own wh ether t li i s inf o rna t i o n wa s gathered 


about United States Persons or not, 
review of the informal i -n. Ni*:ie'l.el 
information which may be about Unite 
i rnp r o p o r 1 y , although i n a d ve r t c n 1 1 y , 


inasmuch as there has been nc 
ess, based - - n f . 1 1 e f u L f 1 1 a L 
d States persons was 
collected, and in accordance 
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secr: 


with the 
natter i 


reporting requi r erne n t s 
being to the I OB. 


cti nn 


4 of E.O. 12863 



, this 
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AIL IMFOFmTIQtf CONTAINED 
HEREIN 13 UNCLASSIFIED EXCEPT 
WHERE SHUOT OTHERWISE 


DATE: 12-05-200? 

CLASSIFIED BY 65173 BNH /RSR/cb 
REASON: 1.4 t c'i 

1 T * 

DECLASSIFY . QM: 12*-05-20.3;2 



m 


(S) 

(S) 


INTELLIGENCE OVERSIGHT BOARD ( I OB ) MATTER 

’I ELD OFF ICE 

: U i 




b2 

b7E 


I OB MATTER 2006 




By E lectronic Co rairiuni ca t ion (EC) dated July 17, 2006, 
ion notiticd FBI Headquarters (F3IHQ; ot 

an inadvertent acquisition of toll record information associated 


WTT-.-H---UI i KI JOW I j 1 Hi. 

: nvest.i on hi orb'" 



r 


was and remains a "United States person" as that term is 

.—1 I ' *1 1 * « \ _iT 1 T ' T . 1 ~l « _ . .-1 - ’ 1 ” T. 


of 1970 (FISA) U 


bl 
’to 2 
b7E 

he 

b7C 


CD) 


(U) 


XI 


issued a National Security Letter (NSL) 


p ■ u r s u a n t t. o the E 1 e c t. r o n i c & z-miri u ni cations P r i va c y A c t. , 18 U . S . C . § 

1709" for toll record information associated with the target* 

error recurred after the initial records were received from 


The resales listed a telephone number ending with the digits 


1 b e i r i g .? u b s c. r i b e d t. o b y the target. H owe ve r , w h e n t. h e H S L 


result letter was scanned with new software, an errant spreadsheet 
was prrduced . 


X 


The spreadsheet indicated that the target had 
subscribed to seven sequential telephone numbers. The inadvertent 


b2 

b7E 

b4 

'b7D 



(U) A "United States person" (USP)is defined in Section 101 (i) of 


f h e Foreign Tnbel 1 i gence Survei 1 lance Ad (FISA) ( cod i f i ed a I S 0 U . S . C 


$ 




itizen of the United States [or] an alien lawfully 


1801 et a eg . ) a. 

admitted for permanent, residence (as defined in section 101(a) (20) of the 
Immigration and naturalization Act) . . . . " See also Section ll.W or The 


Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
For el an Counter in tell iuence Investigations . 


“ The statute permits the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an authorized 
i n v e s t i g a t i o n t o p i o zee t a g a i n s t 1 n z e r n a t i o n a 1 t e r r o i ism o r c 1 a n destine 
intelligence activities, provided that such an investigation of a United 
States person is not conducted solely on the basis of activities protected 
b v t. h e first a i a e n :li a e n t. t. o t. h e Co n s t. i t. u t. i o n o f t. li e Unite cl s tat.es . " 


■ ( U ) in order to avoid any further dissemination of the incorrect 
telephone numbers, the phene numbers referenced in this EC will only list 
the 1 a s t f c u r d i g its* 


NSL VIO- 34632 





W 




\ 

then addressed t*: 


requesting toll Y 


Hollow— uo NSL 


: n forma 1. i on fo r' these seven eridiit t.el ej: Ivne numbers, 
provided the requested information which was initially^ uploaded into 
FBI computer systems. 


<u> 


hi 


UJJ T mme d i a t e 1 y u p ~ • n • i i a o • v e r y , the e r r o r s we re r e m e d i e d 
_| All references to the errant telephone numbers have 


b e c n r e move d f r om FBI c o mp uter s y s t. e ms. To pro vc n t. future c 
additional quality control steps and software training have been 
added to the telephone record scanning process. The 
above-referenced telephone records were some of the first scanned 
records . 


Sees ion V.ll., Invesziga tive Techniques , of The 
Attorney General T s Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) provides 
than National Security Letters may be issued in conformity wish 
st.azut:ry requirements, including 19 IJ.S.C. § 2709. Title 18, 
U.S.C. § 2709 provides that the FBI may seek toll billing 
information from telephone carriers that is relevant to an 
authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant zo an authorized 
national security investigation because there was an errant request 
for unsubstantiated telephone numbers. Thus, the FBI received 
t.eleph:ne to_Ll billing records concerning telephone numbers that 
were n:t. under investigation nor related to an investigation. 

There! : re, the information was improperly collected, although 
unintentionally so, in violation of the NSIG and EC PA. 


(U) Clearly, the rights of the target were not infringed 
because he was not the subject of the improperly collected 
i n f o r in a t i o n . I z is u n k n own wh e t. h e r this info r na t. i o n wa s gat. h e r e d 
about United States Persons or not, inasmuch as there has been nc 
review 7 of the information. None zte less, based on the fact that 
information w hick may be a L o u t U 1 1 i L e d S L a t e s p e r s o 1 1 s wa s 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, this 
natzer is being to the I OB. 


(U) See, id. 



b4 
b 7 D 
b2 
b7E 
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ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 12-06-2007 "BY 6S179 DM/ESR/Bb 


Key Excerpts from the Unclassified IG Report 

The FBI self-identified the inaccurate reporting, and told Congress a year ago 

(pg. xvii and 33) : In March 2006, the FBI acknowledged to the Attorney General 
and Congress that NSL data in the semiannual classified reports may not have been 
accurate and stated that the data entry delays affected an unspecified number of 
NSL requests. After the FBI became aware of these delays, it took steps to reduce 
the impact of the delays to negligible levels for the second half of CY 2005. 

The IG Found No Criminal Misconduct 

(pg. xxviii, fn.26) : In this report, we use the terms "improper or illegal use" as 
contained in the Patriot Reauthorization Act. As noted below, the improper or illegal 
uses of the national security letter authorities we found in our review did not involve 
criminal misconduct. However, as also noted below, the improper or illegal uses we 
found included serious misuses of national security letter authority. 

No deliberate or intentional violations; but rather, good faith mistakes; confusion 

(pg. xxx): Our examination of the 26 possible IOB violations reported to FBI OGC 
did not reveal deliberate or intentional violations of NSL statutes, the Attorney 
General Guidelines or internal FBI policy. Although the majority of the possible 
violations - 22 of 26 - arose from FBI errors, most of them occurred because of 
typographical errors or the case agent's good faith but erroneous belief that the 
information requested related to an investigative subject. 

(pg. xxxiii:) Our review did not reveal intentional violations of national security letter 
authorities, the Attorney General Guidelines or internal FBI policy. Rather, we found 
confusion about the authorities available under the various NSL statutes. 

IG found in most cases we sought information we were entitled to 

(pg. xlviii and 124): Finally, in evaluating the FBI's use of national security letters, it 
is important to note the significant challenges the FBI was facing during the period 
covered by our review and the major organizational changes it was undergoing. 
Moreover, it is also important to recognize that in most cases the FBI was seeking to 
obtain information that it could have obtained properly if it had followed applicable 
statutes, guidelines, and internal policies. We also did not find any indication that 
the FBI's misuse of NSL authorities constituted criminal misconduct. 


FBI seeking information to which it was entitled 

(pg. 67): In evaluating this matters, it is important to recognize that in most cases, 
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the FBI was seeking to obtain information that it could have obtained properly if it 
had followed applicable statutes, guidelines, and internal policies. We also did not 
find any indication that the FBI's misuse of NSL authorities constituted criminal 
misconduct. 

Errors were not deliberate attempts to circumvent statutes 

(pg. 77): While the errors resulted in the acquisition of information not relevant to 
an authorized investigation, they did not manifest deliberate attempts to circumvent 
statutory limitations or Departmental policies and appropriate remedial action was 
taken. 

(pg. 103 ) (control file issue) We believe that the CAU officials and the EOPS Unit. 
Chief concluded in good faith that the FBI had sufficient predication either to 
connect these national security letters with existing investigations or to open new 
investigations in compliance with the Attorney General's NSI Guidelines. 


FBI has now provided the needed guidance 

(pg. 1 07): Overall, we believe that the FBI has now provided needed guidance and 
support to field personnel to facilitate production of approval documentation 
compliant with statutory requirements, Attorney General Guidelines and internal FBI 
policies. Nonetheless, we believe the FBI should improve its compliance with the 
internal controls governing its exercise of national security letter authorities... 

(pg. 126) We believe that these recommendations, if fully implemented, can 
improve the accuracy of the reporting of the FBI's use of national security letters and 
ensure the FBI's compliance with the requirements governing their use. 
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DECLASSIFIED BY 65179 DHB&'KSR/eb 
Oil 22“ 0 6 - 2 0 07 



1 1 « : 

jXi 

_As d: 

f roml 

/ \ 

cite. 

i \ 

"United 

States 

per si: 


lCl 


1 - 


n 7/17/2006, 




wJtil wa s and remains a 


f'-tVYVYV'’'-' V' a Ira rWY'^- VVY 
1 ■' t a. #w a AAA AAA f 

n" as that term is used in Section 1 OLUJ uf 

the Foreign Intelligence ourveillar.ee Act of 1978 (FISA) 



-C80 During she course of the invest i 

issued a National Security Letter (MSL) pursuant to the 
Electronic Communications Privacy Act, 18 


T! 


§ 27 0 


That 


s t. a 1. 1 . 1 1 e pi e r ir. its the F P I to r e q lies t. s i ; b s n r i b e r info r rn a t. i o n a n d 
telephone toll billing records that are "relevant to an 
authorized investigation zo protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a IJni Lei Stal es person is ru-t. ■ -ndi i o Led 
on the basis of activities protected by the first 


o — e - v 


a me 


ent to the Constitution of the United States." Tho HSLy 



X 


The error in this instance occurred in July, 2005, 
after the phone records were received, f rcrn^^|||||||; The MSL 
results demonstrated one number being subscribed the 

target. This number had the last four digits of However, 

when the MSL result letter was scanned with optical cnaracter 
recognition (OCR) software, an errant spreadsheet was produced. 
The spreadsheet indicated that the target had subscribed to seven 
sequential numbers. The inadvertent results had the same area 
c:de and initial three digits, but ended with 



hi 

h2 

h7E 




(U) a "Ur. iced States person" (USE') is defined ir. Section lCl(i) of 
the For c i g n I n t. c 1 1 i g on c c S u rv cilia nee Ac t. (FISA) (codified at 5 0 U.3.C. § 
1801 e t seu . ) do "a citizen of toe United States [oi] an alien lawfully 
admitted tor permanent residence (as defined in section 101(a) (zO) oi 


Immigration and Naturalization Act) 


// 


See 


a 1 s o 


\ 




action 


1 1 . Ta7 


A) 




the 

The 


Ac t o r n e y General' s Gu i d e 1 i n e s 


tor FBI Foreign Intelligence Collection and 


Foreign Counter in tell icrence Investigations . 



ODOTtDT/lTQFOTaT 


NSL VIO- 34637 




then requested and 


an MSI, hate' 


October l’i f 2 005 4 for the eubsrriber results of these seven 
errant telephone numbers. The subscriber information received 
for these numbers was associated with presumed U.5. Persons. 


id I) In the course of per firming telephone analysis on 
June 23, 2 0 06, ha^rrjrs we re discovered and expeditiously 

r erned i ed by the F i e 1 : i Intelligence Group. The 

point of conta ct at FBI HO was ashed t 
renove th e inadverte ntly uploaded r.umbe rs | | By July 13, 

2006, al 1 | |Di vision references to the inadvertently 

uploaded numbers were removed from FBI recor ds, | 

Automated Case Support (ACS). Subsequently, | [ confirmed 

that all references to the seven errant telephone numbers has 
b e e n r e nr: v ed fro rn Au t o mate d Case M a n a c e me n t 3 vs t e m ( AC S ) s . 


(U) To prevent future errors , 
c o n t r o 1 s tens have been added to I 


'trial i ty 



| them was initiated in the 
iUUb by a group of analysts, including i 
above-referenced telephone reco r d s were s r. n a 
records. Since that time, | 

c octroi / cj u a 1 i t y a s s u ranee has l mprovec a n- 
dedicated and experienced staff. 


t h e 


v l s l o n i n 
The 



is only perform e d bp 


(U) Sect 1 on 2.4 of Executive Order (F,0) 1 2 S 6 3 , 

dated OS/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components fin the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
r e spe ct i ve 1 y ; r epo rt to the I OB concert, i r.g : r j t . e 1 1 i g enc e 
activities that they have reason to believe may be unlawful or 


• <•/ * • <•/ * <•/ -A • *■.< • <•/ -A ' *A • <•/ •< ' > A • <•/ • < ' \* • <•/ • <• 

c:. i I- k,- * 1. 


: ■ : •; • :* .* '>v- ; VO'-V -K ; >t'- Uo-v su uvu $*rl*$*8 




>' y. • '<>. :ft • y. '•>. • 


. •>): >!"' *<*.' /V 


y v; >:y. . 



••'V-'v 1 ■>• tii- 










fWT)FT/lTnT?nPN 


(U) 


c _ 1 1 L r a r y L o E x e c u L i v e ■ j rd e i' • r P r e s i 3 e i . t i d 1 d ire o f ive. T h i s 
1 a nq n d q e wa s adopt ed ve r b a t i m f rom EG 12 334 , dated 12/04/1981, 
vh e n t. h e I OP wa s x n -own a s t he President’s Intellige n c e O v ers igh t. 
Beard (FIOB). By longstanding agreement between the FBI and the 
“OB ( -md i i.ri p wed exes S' > r, the PI OB), 1.1. :x language has been 
interpreted to mandate the reporting of any violation of a 
provision oi the NSIG, or other guidelines or regulations 
a pp r o v e d b y t. n e At t. o r n e y G e n e r a 1 in a c c ordance w i t h E O 1 2 3 3 3 , 
d a ted 1 ?. j 0 4/1981, if su oh p r v i s i ^ r. wa s d e s i gn ed i n full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
a dm i n i s t r a t. ive i n n a t. u r e n e ed n o t be reported t. o the I O B . The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon reguest. 

Section Y.ll., Investigative Techniques, of The 
Attorney General 1 s Guidelines for FBI National Security 
Investigations and Foreiqn Intelligence Collection (NSIG) 
provides that National Security Letters may be issued in 
c :nfor r: i i t y w i t h s t. a t. u tor y r e q u ire me n t s , in e i ud i n g 1 8 U . S . C . § 
2709. Title 18, U.S.C. § 2709 provides that the FBI may seek 
toll billing information from telephone carriers that is relevant 
t: an authorized national security investigation. Clearly, the 
information obtained by the FBI was r.ot relevant to an authorized 
national security investigation because there was an error in the 
N S L in t r a n s mi 1. 1. i n g t. h e appropriate tele p h c n e n umb e r . T h u s , the 
FBI received telephone toll billing records concerning a 
telephone number that was not under investigation nor related to 
a n i n v e s t i g a t i o n . T h ere fore , the i n f o rma t i o n wa s i mp ■ r op e r 1 y 
collected, although unintentionally so, in violation of the NSIG 
and EC PA. 


Clearly, the rights of the target were not 
infringed bee a u s e h e wa s n o t t he s ub j e c t o f the i mp r o p e r 1 y 
collected info rma t i on . It is u n k n own wh ether this i n f o rma t i o n 

was gathered about a United States Person cr not, inasmuch as 
there has been no review of the information. Nonetheless, based 
on the fact that information which may be about a USP was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.C. 12863, OGC 
win prepare a cover le'ter and an mem "• randum to report this 
matter to the IOB. 
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^PTW/TTnrnTN 


LEAD (s) : 

Set Lead 1: (ACTION) 





■ 

l> 

Ih 



(U) For review and action deemed appropriate. 

Set Lead 2: (ACTION) 

COUNTERTERRORISM 


b2 

b7E 


AT WASHINGTON, DC 
(U) Read and Clear. 

Set Lead 3: (ACTION) 


INSPECTION 


AT WASHINGTON, DC 

(U) For review and action deemed appropriate . 


IOB Library 

♦♦ 


be 

b7C 


3ECRET/M0F0RN 
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(Rev. 01-31-2003) 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
ItlHEFE SHOOT OTBEPTOSE 



DATE : 12 -OS -2007 

CLASSIFIED BY 65179 DKH/KSR/cb 

REASON: 1. 4 (c) 

DECLASSIFY ON: - 12 - 0 5 - 20-32 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUTINE 


Date: 07/17/2006 

To: Inspection 

Attn : 

IIS 



Rrn . 118 61 

General Counsel 

Attn : 

NS LB 



Rrn. 7 97 b 


:b2 

b7E 

bb 

b7C 




b2 

b7E 


Title: 



Synopsis : 

involving i 


INTELLIGENCE OVERSIGHT BOARD MATTER 

- -a I 1 

IK 

(U) I I Division report . g a potential ICE', matter 

inadvertent and unauthorized receipt of telephone 


subscriber information . 


( U ) 


be 

b7C 

b2 

b7E . 



Details : 


( U ) 


Division reports a potential 
intelligence oversight, board (IOB) matter involving inadvertent 
receipt of unauthorized t ^ 1 pnh r. n e ? nh s c r i bp r information. 
Intellige n c e An a 1 ys t ( I A ) I I i raSwflriQr.Hu a.H.Ho.H nkn n e 

numbers to toll re cords that were entereq | 

I 1. In this instance, the EBl sougnt telephone 

subscriber records for telephone numbers believed to be used by 
the investigative subject due to electronic data errors. 

The error occurred during Ju_y, 2u0b, after phone 

records received via National Security Letter (NSL) were scanned 


sfe'S^ET 


NSL VIO- 34641 




ri . 




ct i on 
2 7 8 -HQ- 



F rorri : 

Cl 2 2 27 3 6 - ViO , 07 / 17/200 6 


o u tout t o Hi c ro s o ft Ex c e 1 , wh ere a series of s even add i t i o na 1 
numbers not related to she case were inadvertently added to the 
t c 11 r e c o r d s t o b e u p 1 o ad ed . The t e 1 e p h t ne numbers created were 
s e q u e n t. i a 1 ""t o " ' t he ""O rig i-n-a 1- - targe t. r. umb er f I 




c : ndu rted bv I Pi 


A routine quality control check 


d i d no- 1 initially cat: h the error s 


(U) Subsequently, subscriber information for the seven 
inadvertently added phone numbers was requested via an MSL dated 
Octcber 17, 2005. The subscriber information received for these 
numb ers wa s associated wi oh pres urned U . 3 . Persons. 


(U) In the course of performing telephone analysis on 
June id, 10 j 6, 1 h - -^ r '~' rc: = were discovered and expeditiously 
remedied by the! 


I Field Intelligence Group. The 


re me ve this 
2 COG, all 


-i H t 7 f~\ v- +- 


J point of conta ct at FRT HO was asked to 

J By July 13, 


f ncly uploaded numbers | 

Division references to the i nadvertently 


uploaded numbers were removed from FBI records. 


Autc mate d Case Support (ACS). Only one related record from the 
| | ivision remains in ACS, ana this will re modified to 

exclude the unauthorized subscriber information . 


] 


|U) To proven L fi i \. 1 1 re -a r ^ r ^ i t 

centre 1 steps have been added to I 

s s of I 

I | w as i n i t i a t. ed in t. he 1 ~ t 


_LL 


lit',/ 


t u 5 z 


:■ y a group of a n a 1 y s as, i n eluding _ j 





rvision m 
1 The 


above-referenced telephone records were some of the first 
r e c c r d s . Si n c e t h at c i me ,| 




uality 


c : n t r ■: 1 / qu a 1 i t y ass u r a n c e has improved and is oni y p e r f o r med b y a 
dedicated and experienced staff. 
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LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 


AT WASHINGTON, DC 


th j 

resulting 


( U ) Request IIS t a 1: e app ropr late a ct i o n a s 
jiu response to this potential 10B natter reported 
Division. It is further requested that the 
I OB matter be counted as one potential violation. 
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b7E 


Set Lead 2 : (Action) 

GENERAL COUNSEL 


AT WASHINGTON , 


DC 


n e c e s s a r 


th4 


U) 

d_n 


Request NSLB take appropriate action as 
response to this potential 10B natter reported by 
Division. It is further requested that the 


resulting 10B matter be counted as one potential violation. 
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HEREIN IS UNCLASSIFIED EXCEPT 
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SECR 




DATE: 12-05-2007 

CLASSIFIED BY 6S179 E'!ffl/K3R>cb 

REASON: 1 .4 { c) 

BECLAS 3- 1 Ff OH : 12- 05X2 03: 2 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : BOUT I ME 


Date: 07/17/2006 

To: Inspection 

Attn : 

IIS 



Rrn . 118 61 

General Counsel 

Attn : 

NSLB 



Rrn. 7 97 b 
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b7E 

b6 

b7C 



From: 




1 


Contact: 1 



Synopsis: (U) 

i n v c 1 v i n g i n a d v e r t e n t a nd 
s ubs c r i z e r info rma t i on . 


Division reports 
unauthorized rec 


a potential I OB matter 
ipt of telephone 



Details: 


b2 

b7E 

be 

b7C 


(U) 


( u ) 


Division reports a potential 


intelligence oversight, board (IOB) matter involving inadvertent 
receipt of unauthorized telephone subscriber information. 

I n t e 1 1 i g e n c e An a 1 ys t ( I A ) | | i r.aave r t. e n 1. 1 v a dd ed p ho n e 

n urnb e r s to toll r e c o r d s that were entered | | 

I I In this instance, the FBI sougnt telephone 

subscriber re cores for telephone numbers believed to be used by 
the investigative subject due to electronic data errors. 

The error occurred during Ju_y, 2u0b, after phone 

records received via Nat i -ana 1 Security Letter (NSL) were scanned 
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To: Jr.spp’tK'n From: 

Re ♦ J»C - 7 8 - HQ-C12 2 97 3 S-VIO , 0 7/17 / 2 
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b7E 


output, t: Mi civ: soft Excel, where a series of seven additional 



b'l 

bb 

b7C 


;U j Subsequently, subscriber information for the seven 
inadvertently added phone numbers was requested via an 1ISL dated 
October 17, 2C05. The subscriber information received for these 
numbers was associated with presumed U.S. Persons. 


[ 


(U) In the course of performing telephone analysis on 
June S3, 2006 , the errors w ere discovered and expeditiously 
remedied hv thel ""V i^ld Intelligence Group. The 

| point of conta ct at FBI H Q was ashed to 
remove th e inadverte ntly uploaded numbers | | By July 15, 

2006, all | Division references to the inadvertently 

uploaded numbers were removed from FBI records , | t ine 

Automat es Case Support (ACS;. Only one related record from the 
I ~| Di vi s i o n r erna i n s i n AC S , and this will be mod i f i ed t o 

exclude the unauthorized subscriber information . 

J) To prevent future errors, .add i clonal quality 


— — 1 1 'w— _ v u 1 L •— * v 

r.r.hrbbq '[’he vhrr,,^^ 

s s o f 

i 


1 

i 

was ii 

ni' 

tiai 

bed in the | 

* 

^ivision in 


1 0 U b by a group o f ana’ y s ts, in o 1 udi ng I A 


The 


— - — > — j- J. r — _> - r 

a b o v e - referenced telephone t he first L 

records. Since that time, [ Jquality 


conorol/quality assurance has improved and is only performed by a 
dedicated and experienced staff. 
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Cl 2 2 27 3 6 - ViO , 07 / 17/200 6 


LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

b2 
b7E 


( U ) Request IIS t a T. e app rop r late 
nec essary, in r esponse to this potential 10B 
the 



_ 1 n as 

reported by 
It is further requested that the 


( Oi vision . 

natter be counted as one potential violation. 


Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON , DC 

b2 
b7E 


(U) Request NS LB take appropriate action as 
n e n - s s a r v . in r e s no n s e oo this potential IOB matter reported by 
t hej | Di vision. It is further requested that the 

resulting 1 ub matter be counted as or.e potential violation. 
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b7E 
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(U) 

(IT) 

(U) 

(U) 

(U) 


All IHF0MATI0H C0HTAI3BED 
HEREIN -rs- OTCL^SSIFIEf' EXCEPT ^ 
WHERE SHOOT OTHERWISE \ 

SECRET 


DATE: 12-05-2007 

CLASSIFIED BY 65179 DHH/KSR/cb 

REASON : 1.4 ( c ) 

DECLASSIFY ON: 1 2 0 5 — 2 0 3 2 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROUT I ME 


To: | | 

Counterterrorism 

Inspection 


Date : 0 2 / 0 9 / 2 0 0 6 


Attn; SAC, CDC 
Attn : AD 
Attn : IIS 


From: General Counsel 

Counterr orism Law Unit II/LX-1 3G1CQ 

Contact: 



Synopsis: It is the opinion of the Office of the General 

C runs el ( OGc ) chat. this matter must he reported to the 
Intelligence Oversight Board (10B). OGC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant. Director, Inspection Division (INSD), for 
submission to the IOB. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 



a 


Reference: 2 


S-HQ-Cl-22-97-R-6--V±0“i-u9-3-- 



Administrative: (IJ) Th i s commun i -cat. i or. 

frotnctes. To read the foc-tnotes, dc-wio 
document in WordPerfect 6.1. 


con t.; i i ns one or more 
ead and print the 


Details^ 

OfficeP 


(in Refer e n c e d e o mm u n i c a t i n f r o m the 


Field 


d a red 12/14 / 2 0 0 5 , r e q u e s t ed t. n a t OGC r e v i e w 
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( 3 ) 


( 5 ) 

( 3 ) 
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SESTET 

F r om : Ge nc r a 1 C junccl 

2 7 8 -HQ- C 1 2. 1 9 7 3 6 — YT O— - 1 U 9.3 ... r U - / 8 / 2 t U 6 



the facts of the captioned matter ana determine whether it 
warrants reporting to the I OB. In our opinion, it docs. Our 
analysis follows . 


A s d i 3 C U S 5 ed in thp pi prl 1 -nr 
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I “J 




1 


nrr.r.r. l n i c.n t i nn ( EH ) 


who was 


and remains a 
Section 101 (i 
1970 (FISA), 2 

" United St a z e s per s o n " a s 
) it f f he Fit re i cm Intel 1 i fieri 

that term is used in 
C R Si i rve i 1 1 a n c e Ac t nf 


i 




During the course of the investigation, 
issued a National Security Letter (NSL) pursuant to the 
Electronic C o rnmun i c a t. i o n s P r i va c y Ac t , 18 U . S . C . § 2709. T h a t. 
statute permits the FBI to request subscriber information and 
teleptione toll billing records that, are "relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
silely on the basis of activities protected by the first 
amendment to the Constitution o 


tele p -hone re c ■: • r d s ’ ’ o T"~ i T i'e " " t a r ■ j e 


the Ur J ted States." 

rp b ]• f Q 1 

l vt W 

^ 

to 


'£> SLL±1SJZ r i be r i nfn nr. a 

t i 't n a nd 


1 

- His 

■'■be 


J However 


— 1 1 
a nd 


number was mistakenly written with or.e number changed, so that 
the HSL was issued for the wrong telephone number . 3 Records for 


b2 

b7E 


bl 

b6 

b7C 
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b7E 


b2 

b7E 

b4 

b7D 

bl 

•b6 

b7C 


b2 ]) 

b7E ' 

b6 

b7C 


q y 

J 


so/ pp r r 


_J | 

l_h 


| PQ3 


to OCG dated 12/14/2005 and titled "Special 


Agent ( 

( I OB ) Ha t tei - I n ter nat i o n a 1 Terr or i sm Related. " 

* (U) A "United States person" (USP) is defined in Section 101 (i) of 

the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.3.C. § 
1S01 et peg.) as "a citizen of the United States for] an alien lawfully 
a dm i t ted for pe rrna r.en f residence (a a de f i n ed in section 1 0 1 ( a ) ( 7 0 ) o f the 
Immigration and naturalization Act) . . . . " See also Section II. W of The 

Attorney General's Guidelines fur FEI Foreign Intelligence Collection and 
Foreign Coun ter intel 1 igence I nvest i gat ions . 


J (U) I n o r d e r to a v o i d a n y f u r t h e r d i s s e m i n a t i o r. of this incorre c t. 
t. c 1 eph c n c n urnb c r , t. h c n urnb c r is n o t. b c 1 n g lie t. o d i n t. h is doc nine n t . Since 
the EC approving the HSL and the HSL itself include the incorrect Lelepl.on* 


sec^bt 
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SEC 


G c n yral C :• unc r. 
( j 2 / 0 9 / 2 


I I 


[ 


ieT 


ns, 


tha t tel er h'-ne number were provided by the telephone company to 
th J I D ivio ion of the FBI, which forwarded the information to 

I via an EC dated 6/23/2005. Upon receipt of the 
the c a s e a g e n t realized hi s mi s take. T h e re co rd s f r o rn 
we re d e s t r o y ed * F u r t h e r , serials c rented before the 

mistake was discovered and which referenced the incorrect phone 
number and information have been permanently charged out of the 
FBI T s Au t oma t ed C a s e S upp o r t s y s t e ni . Bv F C dated 07 / 0 1 / 2 0 0 5 , t h i s 
matter was reported to OGC and t. he I I Division and notice was 

given of the destruction of the NSL return information. 5 It was 

reported as a possible 10B violation by EC dated 12/14/2005.° 


b2 

b7E 


b2 
b7E 
b4 
b 7 D 


Section 2.4 of Executive Order !EO) 12363, 
dated 09/13/1993, mandates that Inspectors General and General 
Crunsel of the Intelligence Community components fin the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respe ::t i vely ) report to the I OB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the I OB' was known as the President’s Intelligence Oversight 
Board (FIOE). By longstanding agreement between the FBI and the 
I OB : and its predecessor, the PI OB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
a pp r o v e d t y t h e At t o r n e y General in a c c o r d a n c e wi t h EO 12 3 3 3 , 
dated 1 2 / 34/1981, if s u ch p ro vi s i on wa s designed in full o r in 
part to ensure the protection of the individual rights of U.S. 


nu: fiber , these documents have been permanently charged out of the FBI’s Automated 
Case S upp o r t ( AC S ) s y s t. em . 


4 on Serial 5 3 8 7 4 ; | | | 

I S i n c e t h i s d o c 1 1 m e n t contains the : noon 

the subscriber of that telephone number, these three file 
c op i e s of t. h e d o c u me n t. h a v e bee n p er:i ia n e n 1 . 1 y c h a r g e d ou t. o f AC S . 



■"^<r fie: 


6 6 F-H 1 j— 


C13033T5 . ’This document includes the- incorrectly written telephone number. 
However, this document has not been deleted from ACS because the document it 


elf 


reveals the mistaken nature or the telephone number, and provides a record tor 
the f a c t. t. h a t. t. h e infer na t. i o n wa s obtained a n d t. h e n d e s t. r o y e d . 
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( U ) See 2 




Q-C’12297 36-VIO-1093 , addressed to 0 30 
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R O • 

1 \ v_. • 


persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the ICB. The 
FBI is required, however, to maintain records of such 
a '2 rn i n i s t r a t i v e v i o 1 a t i o n s s o t h a t the C o u n s e 1 to t h e ICE; ma y 
r e v i e w t. h e m u p- o n r e cj u e s c . 


j 


x 


Section 7.11., investigative Techniques, of The 
A 1. 1. ■: r n e y G e n e fa 1 T s G u i d e 1 i n e s for FBI I\ a t i ■: n a 1 S e c u r i t. y 
Investigations and Foreign Intelligence Collection (NSIG) 
provides that National Security Letters may be issued in 
c:nfornity with statutory requirements, including 18 U.S.C. § 
270?. Title 18, U.S.C. § 2709 provides that the FBI may seek 
till billing information from telephone carriers that is relevant 
to an authorized national security investigation. Clearly, the 
infc oat ion obtained by the FBI was not relevant to an authorized 
national security investigation because there was an error in the 
NSL in transmitting the appropriate telephone number. Thus, the 
FBI received telephone toll billing records concerning a 
telephone number that was not under investigation nor related to 
an investigation. Therefore, the information was improperly 
c:lle::ted, although unintentionally so, in violation of the NSIG 
and EC PA. 


(U) Clearly, the rights of the target were not 
infringed because he was not. the subject of the improperly 
collected information. It is unknown whether this information 
was gathered about a United States Person cr not, inasmuch as 
there has been no review of the information. Nonetheless, based 
on the fad. that information which may be ab' iii a USP was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E.O. 12863, OGC 
w ill prepare a cover letter a nd a n me mo r a nd urn to repo r t. t h i s 
rn alter t o t h e TOR. 
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LEAD (s) : 


(’) f (j Q / 2 


I .1 ^ 


Set Lead 1: (ACTION) 





AT 



(U) For review and action deemed appropriate. 

Set Lead 2: (ACTION) 


COUNTERTERRORISM 


AT WASHINGTON. DC 
(U) Read and dear. 

Set Lead 3: (ACTION) 


INSPECTION 


AT WASHINGTON. DC 

(U) For review and action deemed appropriate . 
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b7E 


Details^ 

Office^ 


Field 


(U) Refer e n c e d c ■ :■ mmu n i c a t. i ■ :■ n f r o m the 

|, d a ted 12 / 1 4 / 2 0 0 5 , r e q u e s t e d t h a t CGC revi e w 
the facts of the captioned matter and determine whether it 
warrants reporting to the I OB. In our opinion, it does. Our 
analysis follows . 


bi 

be 

b7C 

b2 

[b7E 

i — i 

(U) 


b2 

b7E 

b4 

b7D 


tron'if 


jX-j 


As discussed 
cited below. 




+• K e 


^ 1 CZ± t — b h- r-, - 


'■-■rr.rri-. i r, n 


b n ■ i r i ( r r \ 


whc was and remains a 


w 


Uni feci St.nt.es person" as that term is used in Section 101 
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f i 


j^C^During the course of the investigation, 

issued a National Security Letter (NSL) pursuant to the 
Electronic Communications Privacy Act, 18 U.S.C. § 2709. That, 
statute p-enr.its the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
•authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United States person is not conducted 
stlely on the basis of activities protected by the first 
amendment to the Constitution of the Urbtnb 7tatrw " Thn M^L, 
dated M a r ch 18, 2 0 0 5 , wa s add re s s ed to | | and 

r e q u e s t ed v/h at was intended to be s ubscriber i n f o r lr.a t i o n a nd the 
telephone records of the target, XXXXX. His telephone number was 
believed to be ( XX X ) - Z XX - X XX X . H o w e v e r , the n u mb e r w a s 
mistakenly written with one number changed, so that the NSL was 
issued for the wrong telephone number. 3 Records for that 
telephone number were provided by the telephone company to the 


b2 

b7E 

be 

b 7 C 



to OCG dated 12/14/2005 and titled 
Possible Intelligence Oversight Board 


ial 


“ (U) a "United Stales person" (USF) is defined in Section lCl(i) of 
the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 
1(301 et seq . ) as "a citizen of the United States [or] an alien lawfully 
admitted f c r pe r ma r. e n t reside n c e (a s d e f i n e d i n s e c t i on 101(a) (2 0 ) o f t. i. e 
Imiigration and. Naturalization Act) . . . . " See also Section II. W of The 

Attorney General's Guidelines for FEI Foreign Intelligence Collection and 
Foreign Court ter intel 1 igence Invest igat ion a . 

3 . ...... 

(U) Ir. order to avoid any further dissemination of this incorrect 
t c 1 op hone n umb c r , t h o n umb c r i s n o t b cinq list o d in t h i s d o c urn o n t . Sin c. c 

the EC approving the NSL and the NSL itself include the incorrect telephone number, these documents have been 
permanently charged out of the FBI's Automated Case Support (ACS) system. 
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dared 6/23/2005. Upon receipt of the 


was discovered and which referenced the incorrect phone 


mistake 

number and information have been permanently charged out of the 
FB I T s Au t oma t ed C a s e S uppo r t s y s t e rn . Rv f c : dated 07 / 0 1/2 0 0 5 , t h i s 
matter was reported to OGC and the I Division and notice was 

given of the destruction of the MGL return information. 5 It was 
reported as a possible 1 OB v i o 1 a t i o n by BC dated 12 / 14/2 0 0 5 . 0 


Jo 2 
b7E 
Jo 4 
b7D 


bl 

b2 

b7E 


4 £^5F/HQbd 303375, Serial 53874;! 

Since this document contains the incorrect telephone number and the name of the subscriber of that telephone 
number, these three file copies of the document have been permanently charged out of ACS. 


(S) 


5 y<pe| 


66F -HG-C 1303375. This document 


includes the incorrectly written telephone number. However this document has not been deleted from ACS because 
the document itself reveals the mistaken nature of the telephone number, and provides a record for the fact that the 
infonuation was obtained and then destroyed. 


(U) 


n :>_ 

tL. I . J 
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DECLASSIFIED BY 65179 BKH/KSR/db 
DK 12-0 -5“ 20 07 

IIS. Department of Justice 


Federal Bureau of Investigation 


Washington, D. C. 20535-0001 


B 


COURIER 


M r . Stephen F r i edma n 

Cl jdi r:naij , I: it ell iyence Oversight Board 
Mew Executive Office Building 

We el i ; i j<j t o : j , D . C . 

De a r K r . Friedman: 


Enclosed for your information 


memc r andurg entitled "Intelligence 0 

Division, IOB Matter 2006 



i s a s e 1 f - e x p 1 a r l a t. 
^ght Board (IOB) 

T (U) 


cory 


ter 


This memorandum sets forth details of investigative 
activity which the FBI has determine;:: was cor id urn fed •■’out. ra ry \m 
the Attorney General Guidelines for FBI Foreign Intelligence 
C: lie ::t.ion and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI fc reign counterintelligence and international ter 
investigations . (U ) 


En closure 


Jo 2 
Jo7E 


UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 
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■3ELRUW- 

hen Friedman 


a dd 


S no a Id you or any member of 
Mona! i n f o rina t. i • ■ r i c *■ r i* :e rn i n-j t.hi 


yo u r staff require 
mat tery an '•ral briefing 


wi 1 1 


arranqed for you at your ccuwer ieno 


8 i n c erel y , 


L.-ulie F. Thomas 
Deputy Genera- Counsel 


1- The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 

Crunsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Ro om 4 303 
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(01/26/1998) 


ALL IHFOEHATIOH COHTAIHED 
HEEEIH IS UNCLASSIFIED EXCEPT 


WHERE SH 0 irtl OTHERWISE 



DATE: 12-05-2007 

CLASSIFIED BY 65179 DHH/KSR/cb 

REASON: 1.4 (c) 

DEC LAS 3 1 FT OH: 12-05-2032 


FEDERAL BUREAU OF INVESTIGATION 


Precedence : ROU T I II E 


Date: 00/00/2006 


To: General Counsel 


NSL& 


Attn: Julie Thorr.as 

Deputy General Counsel, 


[COUNTERTERRORISM/ 

COUNTER I NTELL I GENCE / CYBER ] 

[REQUESTING OFFICE] 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 

(if using personal service) 


Attn: [UNIT] 


Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SA [CASE AGENT] 

[SQUAD] [X] 

Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [AD IC NAME (IF APPLICABLE) ] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 



Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: [CASE FILE NUMBER] (Pending: 

Title: [ SUBJECT ] 

[AKA] [ALIAS (IF APPLICABLE) ] 
IT/FCI - [FOREIGN POWER] ; 

OO: [OFFICE OF ORIGIN] 


Synopsis: (IJ) Approves '.lie issucir.de of an ECFA National 

Security Letter (NSL) for telephone subscriber information; 
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Tc : [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

Re":' -••• 'Njtf' [CASE FILE NUMBER, 00/00/2006] 


provides reporting data; and, it ne 
de_iverv to tne wire communications 

-A. 


Scary, transmits the NGL for 
ervice provider . 


x 


[FULL /PRELIMINARY] Investigation- Inst [00/00/2006] 
Reference v [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION of OFFICE OF 

ORIGIN , depending on whether service is personal or through 
restricted delivery service or fax] is an NSL dated [00/00/2006], 
addressed to [COMPANY POC NAME] , [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting telephone subscriber 
i n f c rma t. i on . 



Details A [FULL /PRELIMINARY] [INTERNATIONAL 
TERRORISM/F^REIGN COUNTERINTELLIGENCE] investigation of pubjp,- 
a [U.S. PERSON/NON-US PER ] , was authorized in accordance with 
Attcrney Gerieral’’’’Gui'd'ei'i'rre*S"-because--- [Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency] . This 
tele p 1 j o ice s a b s c r i b er i r l f o r i na L i o n is b ei ng re q u esLe d L o [ Fu 1 ly 
state the relevance of the requested records to the 
investigation] . 



This electronic communication documents the 
[APPROVING OFFICIALS] approval ana certif ication of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] telephone number (s) from 

[telephone company #1]; the [NUMBER OF] telephone number (s) from 
[telephone company #2], etc. 


! IJ ) A r r a n g e me n t. s s h o u 1 i b e m a d e w i t. h the w ire 
communications service provider to provide the records 

[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt of this request. The 
wire :: ormuni cat ions service provider should neither send the 


SE^Ri^ 
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HjECRET 

T -1 ... ^ 


Her- 


[DELIVERING DIVISION] 

[CASE FILE NUMBER, 


X 


From:" [DRAFTING DIVISION] 
00/00/2006] 


records 
subj eot. 


through routine mail service nor utilize 
of the request in any telephone cal-3 to 


t. h e 
the 


name 
FBI ♦ 


of the 


DISCLOSURE PROVISIONS 


[Certification and Activation of the Nondisclosure Requirement: 

There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Option 1 below and include in the EC (but not in the NSL) a brief 
statement of facts that justify the nondisclosure requirement. 

Option 2 is to be used in all cases where Option 1 is not used. ] 

[Option 1 - Invoking Nondisclosure Requirement] 


(U) In accordance with It U.S.C. § 2709 fc) I, the senior 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by this letter may endanger the national security of the Uni zed 
States, interfere with a criminal, counterterrorism, or 
crunter intelligence investigation, interfere with diplomatic 
relations, or endanger '..he life or physical safety of a person. 



Brief statement of the facts justifying my 


erti f i catuorn in this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 


( U ) I , the senior official a pp rov i ng t h i s EC , h ave 
determined that the facts of this case d: not warrant activation of 
the nondisclosure requirements under the applicable National 
Security Letter stature. 


[Include the next 2 paragraphs in all ECs] 


! U ) 


I n for m a t. i o n rccci v c d 


from a wire 


c o mmu n i c a t i o n 


service provider may be disseminated in 
All.' rney General Guidel i ties «"• r j N si i iv.nl 
and Foreign Intelligence Collection and, 
dissemination to an agency of the United 


accordance with the 
Secur i t . v Invest, j gat. i o ns 
and, with respect to 
States, only if such 
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To: [DELIVERING DIVISION] Fieri: [DRAFTING DIVISION] 

Re:- 1^0 CASE FILE NUMBER, 00/00/2006] 

information is clearly relevant tc the authorized 
r e spon sibil it ies of s u ch age n cy • 


(U) Any questions regarding the above can be directed 

to [CASE AGENT, telephone number (000) 000-0000]. 
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SEC^T 

(U) T:-: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 

[CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 

Set Lead 1 : 

GENERAL COUNSEL 


AT WASHINGTON, DC 


; U j NSLB is requested to record the 
information needed to fulfill the Congressional 
requirements for NSLs. 


appropriate 

reporting 


Set Lead 2: (Info) 


[ COUNTERTERRORISM/COUNTERINTELLIGENCE /CYBER ] 

AC WASHINGTON, DC 
(U) At [Unit] Read and Clear 


Set Lead 3 : 

[ DELIVERING DIVISION - if using peresonal service ] 

AT [CITY , STATE] 

(Uj Deliver the enclosed NSL as indicated above. 
Upon receipt of requested information, [DELIVERING DIVISION] is 
requested to submit results to the [DRAFTING DIVISION] and 
[OFFICE OF ORIGIN , if applicable]. 

♦♦ 



SECR 


r. 
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ALL INFORMATION CONTAINED 
HEREIN IS LTH CLASSIFIED EXCEPT 
1998, WHERE. SHOOT OTHERWI SE 



DATE: 12-05-2007 
0 LAS SIFIED BY 65179 DHH /KS R /cLj 
REASON: !, 4 (cj 
DECLASSIFY ON: 12-05-203| 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTTNF, 
To: General Counsel 


Pale: 00/00/2006 


Attn: Julie Thomas 

Deputy General 


tounsel, MS LB 


[COUNTERTERRORISM/ Attn: [UNIT] 

COUNTER I NTELL I GENCE / CYBER ] 


[REQUESTING OFFICE] Attn:SSA [SQUAD SUPERVISOR] 

S A [ CASE AGENT ] 

[OFFICE OF ORIGIN] Attn: 3A [CASE AGENT] 

[Squad] [X] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

(if using personal service ) [Squad] [X] 

From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 

[SAC NAME] 

[ASAC NAME] 

[CDC NAME] 

[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: [CASE FILE NUMBER] (Pendinq) 

Title: [SUBJECT] 

X \ [AKA] [ALIAS IF APPLICABLE] 

[ IT/FCI - FOREIGN POWER] ; 

[00: OFFICE OF ORIGIN] 


Synopsis: (U) Approves 
Security Letter (NSL) for 
data; and, if necessary, 
wire communications serv 


r he issuance 
coll billing 
transmits th 
ice provider. 


Z'f an EC FA National 
rec o rds ; p r o v i d e s re po r t. i n g 
N S L for deli v e r y t o t h e 
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<U) 

(U) 

(U) 



[0 




Re : 


[DELIVERING DIVISION] Firm: 

[CASE FILE NUMBER, 00/00/2006] 


[DRAFTING DIVISION] 



[FULL/PRELIMINARY] Investigation Instituted: [00/00/2006] 

Re *“ : X ICASE FILE ” serial 

Enclosures: (IJ) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN, depending on whether service is personal or through 
restricted delivery service or fax] is an N3L dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP 
CODE if using personal service], requesting the name, address, 
length of service and local and long distance toll billing 
records for the phone number ( s ) listed. 


Details: A [FULL/ PRELIMINARY] [INTERNATIONAL 

TERRORI SM/FORk IGN COUNTERINTELLIGENCE] investigation of subject. 


a [US PER/NON-US PER] .fi was a u f . h o r i /, 0 c in r d a r i c s wi f h f ha 

Attorney General Guidelines becau'S'e • •[Give a full explanation of 
the justification for opening and maintaining the investigation 
on the subject; barebones facts will not suffice and will cause 
the request to be rejected for legal insufficiency] . These roll 
billing records are being requested to [Fully state the relevance 
of the requested records to the investigation] . 



This electronic communication documents the 


[APPROVING OFFICIAL'S] approval ana certification of the enclosed 
NSL. For mandatory reporting purposes r the enclosed NSL seeks 
1 ; c a 1 a r id 1 o rig d i s t a r i c e toll billing re c : r d s f r [ NUMBER OF ] 
telephone number fs) from [telephone company #1]; [NUMBER OF] 
telephone number fs) from [telephone company #2], etc. [In the 
case of multiple phone numbers to the same telephone company, if 
you know how many different persons attach to those phone 
numbers, please state. If request is for person (s) other than 
the subject of the investigation or in addition to the subject of 
the investigation, please state USP status of those persons. In 
other words, do your best to give as much information as you can, 
for congressional reporting purposes.] 
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!Jc: [DELIVERING DIVISION] Firm: [DRAFTING DIVISION] 

He : [CASE FILE NUMBER, 00/00/2006] 

( U ) Arrange me n t s s h o u Id be ma d e w i t h t. h e w ire 
ccrnmunicat ions service provider to provide the records 

[personally to an employee of the DELIVERING DIVISION OR through 
use of a delivery service or secure fax to OFFICE OF ORIGIN] 
within [NUMBER OF] business days of receipt -if this request. The 
wire communications service provider should neither send the 
records through routine mail service nor utilize the name of the 
subject of the request in any telephone calls to tine FBI. 


DISCLOSURE PROVISIONS 


[Certification and Activation of the Nondisclosure Requirement: 

There is no longer an automatic prohibition that prevents the 
recipient of a National Security Letter from disclosing that the FBI 
has requested the information. To activate the nondisclosure 
requirement, the senior FBI official approving this EC must use 
Op tion 1 tel ow a rid i n c 1 ud e in the EC ( b u t. not i n t. h e M S L ) a brief 
statement of facts that justify the nondiscic sure requirement. 

Option 2 is to be used in all cases where Option 1 is not used.] 

[Option 1 - Invoking Nondisclosure Requirement] 


f U ) In accordance with ID U . 3 . C . § 2709(c) I , t h e senio r 
official approving this EC, certify that a disclosure of the fact 
that the FBI has sought or obtained access to the information sought 
by t h is letter rn ay endanger t h e n a t i • n a securi t y o f t h e l J n i ~ e d 

States, interfere with a criminal, counterterrorism, or 
c: un tor in tel liqencc investigation, interfere with diplomatic 
relations, or endanger the life or physical safety of a person. 


(U) 



Brief statement of the facts justifying my 
^rtifi cation in this case: 


[Option 2 - Declining to invoke the nondisclosure requirement] 


! U ) I, the senior official approving this EC, have 
determined that the facts of this case do not warrant activa 
the nondisclosure requirements under the applicable National 
Security Letter statute. 


ion of 


[Include the next 2 paragraphs in all ECs . ] 
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tu> 




SECR 


[DELIVERING DIVISION] Firm 

j/ [CASE FILE NUMBER, 00/00/2006] 


[DRAFTING DIVISION] 


( U ) Infer m a t i o n received f r c m a w ire c o mm ' j n i c a t i o n 
service provider may be disseminated in accordance with the 
Attorney General Guidelines on National Security Investigations 
arid F> reign I: j t.el 1 i gerr ’e O ■ 1 1 ’ t. i f »n and, with respect, to 
dissemination to an agency of the United States, only if such 
information is clearly relevant to the authorized 
responsibilities of such agency. 


( U ) Any questions regarding the above can be directed 

[CASE AGENT , telephone number (000) 000-0000] . 
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SECRET 


[DRAFTING DIVISION] 


m , 

Tc\: [DELIVERING DIVISION] Firm: 

Ke:\V^1 [CASE FILE NUMBER, 00/00/2006] 

LEAD (s) : 


Set Lead 1 : 


GENERAL COUNSEL 


AT WAS H I N GTOM , DC 

to recrrd the appropriate 
Congressional reporting 


Set Lead 2: (Info) 


(U) NSLB is requested 
information needed to fulfill the 
requirements for NSLs. 


[ COUNTERTERROR I SM/ COUNTERINTELL I GENCE / CYBER 1 

AT WASHINGTON , DC 
(U) At [Unit] Read and Clear 


Set Lead 3 : 


[ DELIVERING DIVISION - if using personal service ] 
[ AT [CITY, STATE ] 


(U) Deliver the attached N3L as indicated above. 

U p 1 o n receipt of inf o r ma a i o n f r o m the wi re c o :mu n i c a t i o n s s e r v i c e 
provider, [DELIVERING DIVISION] is requested to submit results to 

the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 




(7 
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ALL INFORMATION CONTAINED 
HEPEIH IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

(Rev. 0S-2S-2nno> 



DATE; 12-05-200? 

CLASSIFIED BY 65179 DKH/KSR/cb 
REASON: 1. 4 (c) 

DECLASSIFY ON: 12-05-2032 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE 


Date: 00/00/2006 


To: General Counsel 


Attn: Julie Thomas 

Deputy General Counsel, MS LB 


[COUNTERTERRORISM/ Attn: [UNIT] 

COUNTERINTELLIGENCE/CYBER] 


[REQUESTING OFFICE] 

[OFFICE OF ORIGIN] 

[DELIVERING DIVISION] 

(if usir.q personal service) 


Attn: 3SA [SQUAD SUPERVISOR] 
GA [CASE AGENT] 

Attn: 3 A [CASE AGENT] 

[Squad] [X] 

Attn: S3A [SQUAD SUPERVISOR] 
[Squad] [X] 


From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 

Contact: [CASE AGENT, telephone number (000)000-0000] 


Approved By: [ADIC NAME (IF APPLICABLE)] 

[SAC NAME] 

[AS AC NAME] 

[CDC NAME] 

[ SSA NAME] 



Drafted By: [LAST, FIRST, MIDDLE: INITIALS] 

Case ID #:. V/ [CASE FILE NUMBER] (Pending) 

Title: V] [ SUBJECT ] 

/\ [AKA [ALIAS] (IF APPLICABLE) 
[FCI/IT - FOREIGN POWER] 

[OO: OFFICE OF ORIGIN] 


Synopsis: (Uj Approves the issuance of an ECPA National Security 

Letter (K'SLjfor electronic communications Transactional records; 
provides reporting data; and, if necessary, Transmits the N3L for 
delivery to the electronic communications service provider. 
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SECR 


[DELIVERING DIVISION] From: 

[CASE FILE NUMBER, 00/00/2006] 


X 


[DRAFTING DIVISION] 


Declassify On: [10 Years from date of EC] 


[FULL/ PRELIMINARY] Investigation Instituted 


Reference: ( 




[00/00/2006] 


[CASE FILE NUMBER SERIAL XXX] 


Enclosure (s) : (U) Enclosed for [DELIVERING DIVISION or OFFICE OF 

ORIGIN , depending on whether service is personal or through 
restricted delivery service or fax] is an MSL dated [00/00/2006], 
addressed to [COMPANY POC NAME], [TITLE, (if available)], [COMPANY 
NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, STATE - NO ZIP CODE if 
using personal service], request i in the na tries, addresses, leny.hs ■••■f 
service, and electronic transactional records for the [e-mail/IP] 
a dd r ess h o Ider is) listed. 



Details ! [X) A [FULL/ PRELIMINARY] [FOREIGN COUNTERINTELLIGENCE/ 

INTERNATIONAL* TERRORISM] investigation of subject, a [U.S. 

PERSON /NON-U . S . PERSON], was authorized in accordance with the 
Attcrhey "Gener‘al'"‘Guidellne-s because [Give a full explanation of the 
justification for opening and maintaining the investigation on the 
subject. Barebones facts will not suffice and will cause the request 
to be rejected for legal insufficiency] . These electronic 
cv man irj i ca t . i r-.ns transactional :*ecv>r::s a re being requested tv [Fully 
state the relevance of the requested records to the investigation] . 



This e 1 e c t r o n i c co rnniu rdcatcc n do c u men t. s t h e [APPROVING 
OFFICIAL'S/] approval and certification of the enclosed MSL- For 
mandatory reporting purposes, the enclosed NSL seeks electronic 
communication transactional records on [NUMBER OF] [e-mail/lP 
address(es) ] fnin [ISP #1]; [NUMBER OF] [e-mail/lP address (es) ] fr m 
[ISP #2], etc. [In the case of multiple addresses to the same ISP, if 
you know how many different persons attach to those addresses, please 
state. If request is for person (s) other than the subject of the 
investigation or in addition to the subject of the investigation, 
please state USP status of those persons. In other words, do your 
best to give as much information as you can, for congressional 
reporting purposes.] 

( U ) Arrangements should be made with the electronic 
communications service provider to provide the records [personally to 
an employee of the DELIVERING division OR through use of a delivery 
service or secure fax to OFFICE OF ORIGIN] within [NUMBER OF] 

business days of receipt of this request. The electronic 
communications service provider should neither send the records 
t h r o u g h r o u t. i n e m a i 1 ser v ice no r utilize the n a me o f t. h e s ub j e c t. o f 
the request in any telephone calls to the FBI. 


SECR 
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(U) 

"Go.: nJDEJ^IVERING DIVISION] From: [DRAFTING DIVISION] 

He ' [CASE FILE NUMBER , 00/00/2006] 

[Certification and Activation of the Nondisclosure Requirement: There is 
no longer an automatic prohibition that prevents the recipient of a 
National Security Letter from disclosing that the FBI has requested the 
information. To activate the nondisclosure requirement, the senior FBI 
official approving this EC must use Option 1 below and include in the EC 
(but not in the NSL) a brief statement of facts that justify the 
nondisclosure requirement. Option 2 is to be used in all cases where 
Option 1 is not used. ] 



DISCLOSURE PROVISIONS 


[Option 1 - Invoking Nondisclosure Requirement] 


j U ) I n a c co rd a n c e wi t h 18 U . S . C . § 2 7 0 9 ( c ) I , the seni o r 
official approving this EC, certify that a disclosure of the face that 
the FBI has sought or obtained access to the information sought by this 
letter may endanger the national security ■: f the United States, interfer 
with a criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life -.-r physical 
safety of a person. 


(U) 



Brief statement of the 


i r j t. h i s e a s e 


facts justifying my certification 


[Option 2 - Declining to invoke the nondisclosure requirement] 


( U ) T , f ]-[ e senior official a pp rov ; n g t h i s EC , h a ve d e t e r in i n 
that the t acts of this case do not warrant activation of the 
1 1 rid ; sc] r -su re requirements under the applicable Nut tonal Sc, :.u r i f.y Let 
statute . 


ed 


. *-* r 


[Include the next 2 paragraphs in all ECs.] 


(U) Information received from an electronic communications 
service provider may be disseminated in accordance with the Attorney 
General Guidelines for EBI National Security Investigations and 
Foreign Intelligence Collection, and, with respect to dissemination 
1." a r i agency >■ f the Uni red States, only i f such in format, ion is 
clearly relevant to the authorized responsibilities of such agency. 


(U) Any questions regarding the above can be directed to 

CASE AGENT, telephone number (000) 000-0000]. 
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#1082884 




[DELIVERING DIVISION] From: 

[CASE FILE NUMBER , 00/00/2006] 


[DRAFTING DIVISION] 


LEAD (s) : 


Set Lead 1 : 


(Action) 


GENERAL COUNSEL 


AT WASHINGTON , DC 


i U ) NSLB is requested to record the appropriate informati 
needed to fulfill the Congressional reporting requirements for MSLs 


Set Lead 2 : 


(Info) 


[ COUNERT ERROR I SM/COUNTERI NTELL I GENCE /CYBER 1 

AT WASHINGTON , DC 
(U) At [Unit] Read and Clear. 


Set Lead 3 : 


(Action) 


[ DELIVERING DIVISION - if using personal service ] 

T AT CITY, STATE ] 

(U) Eeliver “he attache.! KSL as indicated a bo ve. Upon 
receipt of information from the electronic communication service 
provider, [DELIVERING DIVISION] is request ed to si it mi t r^ulm 0 - 

[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 


♦♦ 
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